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ABSTRACT

1. INTRODUCTION

Shilling attackers apply biased rating proﬁles to recommender
systems for manipulating online product recommendations.
Although many studies have been devoted to shilling attack
detection, few of them can handle the hybrid shilling attacks
that usually happen in practice, and the studies for reallife applications are rarely seen. Moreover, little attention
has yet been paid to modeling both labeled and unlabeled
user proﬁles, although there are often a few labeled but numerous unlabeled users available in practice. This paper
presents a Hybrid Shilling Attack Detector, or HySAD for
short, to tackle these problems. In particular, HySAD introduces MC-Relief to select eﬀective detection metrics, and
Semi-supervised Naı̈ve Bayes (SNBλ ) to precisely separate
Random-Filler model attackers and Average-Filler model attackers from normal users. Thorough experiments on MovieLens and Netﬂix datasets demonstrate the eﬀectiveness of
HySAD in detecting hybrid shilling attacks, and its robustness for various obfuscated strategies. A real-life case study
on product reviews of Amazon.cn is also provided, which
further demonstrates that HySAD can eﬀectively improve
the accuracy of a collaborative-ﬁltering based recommender
system, and provide interesting opportunities for in-depth
analysis of attacker behaviors. These, in turn, justify the
value of HySAD for real-world applications.

Recent years have witnessed the rapid growth of the Internet. More and more people now prefer online shopping over
conventional shopping. The all-round inﬁltration of Web
2.0 these days further promotes this process. People enjoy
new online shopping experiences by publishing, browsing,
or sharing product reviews written by themselves or others.
Indeed, research shows that people rely on the opinions of
others when selecting something for the ﬁrst time [1]. This
selection behavior, together with the increasingly apparent
problem of information overload, has motivated the development of recommender systems for automatic and personalized recommendation of books, movies, electronics, etc.
However, there is always a natural proﬁt incentive to promote one’s own products by leaving biased online comments
and/or extreme ratings for the competition’s products, which
has spawned the so-called “shilling attacks”. It appears that
shilling attacks are successfully threatening recommender
systems, and continuously generating huge volumes of spam
or misleading review comments. Shilling attacks are therefore emerging as a considerable challenge to the sustainable
development of online shopping.
In the literature, a great deal of research has been undertaken to detect shilling attacks from large-scale rating
proﬁles. These studies mainly focus on the three subareas:
the shilling attack generation models [21, 15], the shilling attack detection metrics [3, 6, 21, 22], and the shilling attack
classiﬁcation methods [6, 21, 13, 8, 10], which have greatly
advanced the research onto a much higher level.
However, existing studies have some limitations. First,
hybrid attacks consisting of multiple attack models are still
a challenging problem in both academia and industry. Moreover, most existing studies used either supervised or unsupervised learning methods for attack detection, which do
not agree with the fact that, in practice, we are often given
only a few labeled but a majority of unlabeled user proﬁles.
Finally, most existing studies are only validated by simulation results on artiﬁcially injected attacker proﬁles, rather
than real-life applications. These drawbacks severely limit
the use of the shilling attack detection methods in practice.
In light of this, we present Hybrid Shilling Attack Detector, or HySAD for short, to solve these problems. In general, HySAD has two distinct properties. First, HySAD is
a hybrid-attack oriented system that collects many popular
shilling attack detection metrics for the purpose of feature
selection via a wrapper called MC-Relief. These metrics
then become the informative features of the training data.
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Table 1: Four shilling attack models (intent: push).
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Type

Ratings
IS =∅; Give random ratings to items
in IF ; r(it )=rmax .
RFM
bandwagon
IS contains frequently-rated items,
attack (random)
and r(iS )=rmax ; Give random ratings to items in IF ; r(it )=rmax .
average attack
IS =∅; The ratings to items in IF
are distributed around the mean of
each item iF ; r(it )=rmax .
AFM
bandwagon
IS contains frequently-rated items,
attack (average)
and r(iS )=rmax ;
The ratings
to items in IF are distributed
around the mean of each item iF ;
r(it )=rmax .
Note: rmax (rmin ) - the highest (lowest) rating to an item.

it

non-voted items target item

Figure 1: The illustration of a shilling proﬁle.
Second, HySAD is a semi-supervised learning system that
employs the Semi-supervised Naı̈ve Bayes (SNBλ ) classiﬁer
for the categorization of both labeled and unlabeled proﬁles.
Extensive experiments on both the MovieLens and Netﬂix
datasets demonstrate that, compared with some state-ofthe-art methods proposed in the literature, HySAD is particularly eﬀective for hybrid shilling attacks, even when attack variants generated by some obfuscated strategies are
presented. A real-life application on product recommendation for Amazon.cn is also provided to demonstrate the effectiveness of HySAD. The results indicate that HySAD indeed improves the accuracy of a collaborative-ﬁltering based
recommender system, identiﬁes some deeply hidden shilling
attackers on Amazon.cn, and provides interesting opportunities for further study of attacker behaviors from various
perspctives.

2.

target item often has the highest rating in a push attack, or
the lowest rating in a nuke attack. Filler items can make a
shilling proﬁle look normal, yet have a profound impact on a
recommender system. Selected items are often used to make
friends with as many genuine users as possible. Finally, nonvoted items form the remaining unrated items.
Table 1 includes four generative models, i.e. random, average, bandwagon (random), and bandwagon (average), which
are popular for generating shilling proﬁles by carefully rating
these four types of items. Note that this is the case for the
push intent, and the nuke-intent case can therefore be easily
ﬁgured out. We can further categorize the four models into
two types, i.e. Random-Filler models (RFM) and AverageFiller models (AFM). As a result, we have three types of user
proﬁles in total: Normal users (N ), RFM attackers (RF ),
and AFM attackers (AF ).
Two obfuscated attack techniques, i.e. noise-injection and
target-shifting, are often used for shilling attackers to avoid
detection [21]. Recently, a simple, but eﬀective strategy
named Average-over-Popular (AoP) was also proposed to
obfuscate the average attack [8]. The three techniques are
listed below:
Noise-injection: Add a Gaussian distributed random number multiplied by α to each rating within a subset of ﬁller
items. This noise can be used to blur the proﬁle characteristics that are associated with the above four attack types.
Target-shifting: For the push intent, this technique shifts
the rating given to the target item from the maximum rating
to a rating one step lower; or for the nuke attack, it increases
the target rating to one step above the lowest rating. It can
also be used with all the four types of attacks.
AoP: This technique chooses ﬁller items with equal probability from the top x% of the most popular items, instead
of the entire items. It is often used with the average attack.

RELATED WORK

The word “shilling” was ﬁrst termed in 2004 [9, 17]. Since
then, several attack proﬁle generation models have been proposed in the literature [21, 15], and a lot of research has
been undertaken to employ supervised learning for shilling
attack detection [3, 14]. For instance, a simple detector using the average similarity and the Rating Deviation from
Mean Agreement (RDMA) metric was presented in [6]. A
decision-tree based detector was also proposed in [21]. Many
detection metrics were also presented to characterize the attacker proﬁles [6, 21, 3, 22]. An early unsupervised shilling
attack detector is PCASelectUsers [13], which employs the
principal component analysis on the original rating data.
Hurley et al. presented the Neyman-Pearson statistical detector, with both supervised and unsupervised versions [8].
Recently, Lee et al. proposed a new detector using a clustering method and the Group RDMA (GRDMA) metric [10].
Other speciﬁc detectors include the segment-attack detector [4], the group-attack detector [19], and the time-series
based detector [22]. Given the limited space, it is diﬃcult
to include all the related work in, and we hope the cited
review [18] about robust collaborative recommendation can
point to some of those missing references.

3.

Model
random attack

PRELIMINARIES AND THE SYSTEM
OVERVIEW

3.1

Shilling attackers often have three intents: push, nuke and
vandalism [21]. An attacker may insert ratings to make an
item more likely (push) or less likely (nuke) to be recommended, or just make the entire recommender system malfunction (vandalism). As we only consider the intents that
bring economic beneﬁts to attackers, vandalism will not be
considered in this study.
The rating records of a user on various products (items)
construct the proﬁle of that user. The proﬁle of a shilling
attacker (or a shilling proﬁle for short) usually consists of
the ratings on four types of items: target item, ﬁller items,
selected items, and non-voted items, as shown in Fig. 1. A

Problem Definition

The combined use of the four attack models and the three
obfuscated techniques leads to the hybrid shilling attacks,
which inject various types of shilling proﬁles into a recommender system simultaneously. From a practical view, a
hybrid shilling attack is very likely to be adopted by malicious users to make their attacks much more diﬃcult to
detect. Moreover, diﬀerent groups of attackers may use different attack models for the same online system, which will,
practically, result in hybrid attacks. However, most existing
algorithms concentrate on detecting shilling proﬁles generated by a single model, and have not been evaluated by
hybrid attacks. To narrow the gap, the ﬁrst concern is:
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Figure 2: The procedure of HySAD.
T1: Design a detector to identify hybrid shilling attacks.
Another challenge in shilling attack detection is the lack of
labeled users. It is known that, with the guidance of the label information, supervised learning generally has higher accuracy than unsupervised learning in data categorization [5].
However, given the huge volume of users in an online shopping system, such as Amazon.com, to manually label even
ten percent of users is prohibitively expensive. Therefore,
the real situation is, we are to be given a vast number of unlabeled users, together with a very small seed-set of labeled
users, for the shilling attack detection. This directly leads
to the second concern of this study:
T2: Design a detector that can use both labeled and unlabeled data.
T1 and T2 clearly deﬁne the problem we study in this
paper. Speciﬁcally, a system named HySAD is proposed for
hybrid shilling attack detection in the following subsection.

3.2

MC-Relief
Input:
L: the set of labeled user proﬁles
S: the sampling times
m: the number of total features
d: the number of features to select
c: the number of classes
Output:
F : the set of selected features
Variable:
ω: the set of feature weights
Procedure:
1. for l=1:m
2.
ωl = 0;
3. end for
4. for j=1:S
5.
u=RandomSelect(L);
6.
up =SNN(u);
(1)
(c−1)
7.
(un , · · · , un
)=DNN(u);
8.
for l=1:m
(1)
(c−1)
9.
Update(ωl , up , un , · · · , un
);
10.
end for
11. end for
12. F = {fl |ωl is among the top-d weights};

System Overview

Fig. 2 illustrates the diagram of the HySAD system. We
provide a brief explanation as follows.
Firstly, we are given the user proﬁle data, including a majority of unlabeled proﬁles U , and a small seed-set of labeled
proﬁles L. To capture the essential information from diﬀerent attacks, we collect as many as possible widely-adopted
evaluation metrics in the literature, and then generate new
features for all the users, as indicated by the “Feature Generation” box. These features will then be subjected to a
feature-selection phase by using a wrapper method named
MC-Relief on the labeled users, as indicated by the “Feature Selection” box. The training data is now ready for user
proﬁle classiﬁcation.
A semi-supervised learning algorithm called Semi-supervised
Naı̈ve Bayes (SNBλ ) will then be launched for classiﬁcation.
That is, the labeled data will be ﬁrstly used to train a Naı̈ve
Bayes classiﬁer, and predict the posterior probabilities of the
unlabeled data; then the initial classiﬁer will be improved
by using an expectation-maximization-like iterative process,
until certain stopping criterion is met. We ﬁnally obtain details of all the shilling attackers with higher probabilities for
attacker classes. This valuable information will be further
utilized to enhance the performance of a recommender system, as indicated by the “Recommendation Enhancement”
box.
Discussion. Altogether we used ten metrics, i.e. Entropy, DegSim, LengthVar, RDMA, WDMA, WDA, MeanVar, FMTD, GFMV, and TMF, collected from the literature [3, 6, 21, 22] for feature generation. As a metric is
often designed purposefully for one attack model, some may
not be very suitable for hybrid attack detection, which is
why a feature selection phase is required for HySAD. The
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Figure 3: The MC-Relief algorithm.
reason for employing a semi-supervised learning in the classiﬁcation modeling phase is also straightforward; that is, it
will not only make use of the valuable label information, but
also capture the proximity information between labeled and
unlabeled data, and thus is more suitable for the shilling
attack detection. The use of MC-Relief and SNBλ is indeed
optional, although these two algorithms do work surprisingly
well in our study. Moreover, both models are very simple
and explainable, which are the important merits for realworld applications. Some other classiﬁers, such as SVMs,
may not have good interpretability, and thus are not considered for HySAD.

4.

FEATURE SELECTION

In this section, we present a simple heuristic MC-Relief
to select the right metrics for the subsequent modeling task.
MC-Relief is an extension from Relief [11], a feature selection
algorithm for binary-class data. As MC-Relief is a wrapper
method using the labeled data, we should ﬁrst determine
the number of classes we should use.
In the literature, user proﬁles are often categorized into
two classes, i.e. normal users and attackers. However, from
a hybrid attack perspective, setting only one attacker class
may not be adequate. Indeed, the attacker using an average
attack and the attacker using a random attack may have
quite diﬀerent feature values on metrics, such as WDMA

and MeanVar, that use average ratings of items. The former attacker’s ratings to ﬁller items have a strong correlation with the average ratings, whereas the latter attacker’s
ratings tend to have a much weaker correlation with the average ratings. This implies that we should further divide the
attackers into two subclass according to the attack models
outlined in Section 3. This results in three types of users
in total: normal users (N ), AFM attackers (AF ), and RFM
attackers (RF ). We will also demonstrate the beneﬁts of
setting three, rather than two classes in experiments.
We then describe the feature selection heuristic. MCRelief is actually an extension of the Relief algorithm for
multi-class problems. In general, MC-Relief aims to estimate the quality of features to distinguish the user proﬁles
that are near to each other. Fig. 3 shows the pseudocodes,
where ωl denotes the weight of feature l, l = 1, · · · , m,
and the d features with top-d weights are ﬁnally selected.
The weights will be updated S times during the selection
process (Line 4). Each time MC-Relief randomly selects
a proﬁle u from L (Line 5), searches L for u’s c nearest
neighbors in c diﬀerent classes (Lines 6 and 7), and then
updates the weights sequentially. Note that the SNN function (Line 6) ﬁnds the nearest neighbor up in the same class
of u, whereas the DNN function (Line 7) ﬁnds the nearest
(1)
neighbors {un , · · · , uc−1
n } in other classes. The proximity
function used in SNN and DNN is the Pearson correlation
coeﬃcient. The Update function (Line 9) calls Eq. 1:
c−1
(k)
|xu,l − xup ,l |
k=1 |xu,l − xun ,l |
ω l ← ωl −
+
(1)
S
S(c − 1)

a Bayesian estimation, and is designed purposefully for text
classiﬁcation on discrete attributes.).
Given instance independency and the weight λ, we have
p(D|θ) = (Πxi ∈DU p(xi |θ))λ Πcj=1 (Πx

θ

p(xi |Cj , θ j )P (Cj ),

where

(xil −μjl )2
),
2
2σjl

P (Cj ) = 1,



λ, if xi ∈ DU ,
(5)
1, otherwise.

Let L = ln p(D|θ) − ρ( cj=1 P (Cj ) − 1). Since p(xi |θ) =
c
j=1 p(xi |Cj , θ j )P (Cj ), we have


∇θj L =

Λi

xi ∈D

1
∇θ p(xi |Cj , θ j )P (Cj ).
p(xi |θ) j

(6)

Note that
P (Cj |xi , θ) =

p(xi |Cj , θ j )P (Cj )
.
p(xi |θ)

(7)

If we substitute p(xi |θ) in Eq. 6 by the one in Eq. 7, we have

Λi P (Cj |xi , θ)∇θj ln p(xi |Cj , θ j ).
(8)
∇θ j L =
xi ∈D

Let ∇θj L = 0. Since
p(xi |Cj , θ j ) = Πdl=1 p(xil |Cj , θ j )
= Πdl=1 √

(xil − μjl )2
1
exp(
),
2
2σjl
2πσjl

(9)

we can easily have ∀ 1 ≤ j ≤ c, 1 ≤ l ≤ d,
λ
μ̂jl =

2
σ̂jl
=

(2)

λ





xi ∈D U

xi ∈D U

λ



P (Cj |xi , θ̂)xil +

xi ∈D U


L
xi ∈D j
Lj

P (Cj |xi , θ̂) + |D

xil
,

|

(10)


P (Cj |xi , θ̂)(xil − μ̂jl )2 + x ∈DLj (xil − μ̂jl )2
i
.

λ xi ∈DU P (Cj |xi , θ̂) + |D Lj |
(11)

Furthermore, let

where θ = (θ 1 , · · · , θ c ) contains unknown parameter θ j that
uniquely determines p(xi |Cj ), P (Cj ) is the prior probability
of class Cj , j = 1, · · · , c. Assume the class-conditional probability of each dimension of xi is independent of other dimensions and satisﬁes a normal distribution, i.e., p(xil |Cj , θ j ) =
exp(

c


Λi =

j=1

√ 1
2πσjl

(3)

j=1

Feature generation and selection provide training data
that contains a very small portion of labeled data. We then
propose a semi-supervised learning scheme named SNBλ for
classiﬁcation. In general, SNBλ is an EM-like algorithm that
extends the Naı̈ve Bayes classiﬁer [20] to the situation where
both labeled and unlabeled data are present.
Suppose we are given a dataset D = {xi }n
i=1 of n instances drawn independently from a mixture density of c
components:
c


p(xi |θ)).

xi ∈D

s.t.

CLASSIFICATION

p(xi |θ) =

Lj

Taking the natural logarithm, we obtain the objective
function as follows:

Λi ln p(xi |θ)
(4)
max

to update the weights, where xu,l denotes the l-th feature
value of u. To avoid the scale bias, we should normalize the
feature values to [0,1] before calling MC-Relief.

5.

i ∈D

P̂ (Cj ) =

∂L
∂P (Cj )

λ



= 0, we have ∀ 1 ≤ j ≤ c

xi ∈D U P (Cj |xi , θ̂) + |D

λ|DU | + cj=1 |DLj |

Lj

|

.

(12)

Combining the above results produces expectation-maximization
iterative process as follows:

1 ≤ l ≤ d.

2
• Initial step: ∀ j, l, compute μ̂jl , σ̂jl
and P̂ (Cj ) using
Eqs. 10, 11 and 12, respectively, on labeled data. Then
for xi ∈ DU , compute p(xi |Cj , θ̂ j ) using Eq. 9. (This
step is equivalent to building the Naı̈ve Bayes classiﬁer
and using it to classify unlabeled data.)

As D consists of a fewlabeledbut 
majority unlabeled instances, we let D = D U DL1 · · · DLc , where DU contains unlabeled instances, and DLj contains instances from
class Cj . A weight λ ∈ [0, 1] is also introduced to lower
the impact of unlabeled instances on the classiﬁer modeling.
Given the above settings, we launch the maximum-likelihood
estimation to ﬁnd the value θ̂ that maximizes p(D|θ) (A similar method named EMλ can be found in [16], but it uses

• E-step: ∀ j, compute P (Cj |xi , θ̂) for all xi ∈ DU using
Eq. 7. For xi ∈ DLj , let P (Cj |xi , θ̂) = 1; and for
xi ∈ DLk , k = j, let P (Cj |xi , θ̂) = 0.
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Table 2: Experimental data sets.
#User
943
2000

#Movie
1682
2000

#Rating
20000
234467

MovieLens
Netflix

Density
1.26%
5.86%

0.8

F−measure

Name
MovieLens_u2.test
Netflix_s1

Table 3: The ﬁve selected features.
Data set
MovieLens
Netflix

No.1
DegSim
TMF

No.2
TMF
DegSim

No.3
Entropy
Entropy

No.4
MeanVar
LengthVar

No.5
GFMV
MeanVar

0.6

0.4

0.2

0
1

2

3

4

5

6

7

8

• M-step: ∀ j, l, compute
and P̂ (Cj ) using Eqs. 10,
11 and 12, respectively. Then for xi ∈ DU , compute
p(xi |Cj , θ̂ j ) using Eq. 9.

0.95
0.9

P (N |xi , θ̂)

, ΩRF (xi ) =

P (RF |xi , θ̂)
P (N |xi , θ̂)

F−measure

The iterative process will be suspended if there is a very
small change in the parameters of the objective-function in
Eq. 4, so we have P (Cj |xi , θ̂) for all xi ∈ DU and all classes.
Returning to the shilling-attack detection task, we have only
three classes: N , AF , and RF . We let
P (AF |xi , θ̂)

MovieLens
Netflix

0.8
0.75
0.7
0.65
0.6
0.55
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Weight of Unlabeled Data (λ)

,

(13)

Figure 5: Impact of the weight of unlabeled data.
mentioned in Section 3. In detail, for MovieLens data, we
sampled about 10% users (94 users) as labeled normal users,
injected about 5% attackers (48 users) as labeled attackers,
and thus formed the labeled data L with |L| = 142. To
test the performance of detectors, 100 attackers were also
injected into the remaining 849 users, and formed the unlabeled data U with |U | = 949. The Netflix was processed
in a similar way, with 100 attackers and 200 normal users in
L, and 200 attackers and 1800 normal users in U . For the
hybrid attacks, attackers were divided evenly for diﬀerent
models, and the AFM and RFM attackers were labeled as
AF and RF , respectively. Finally, note that the obfuscated
methods were used for all the attackers in the unlabeled
data, to verify whether detectors can adapt to attack variants.
Measures. We adopted the widely-used recall (R), precision (P ), and F-measure (F ) for the performance evaluation [20]. Speciﬁcally, we focused on the ability of detectors
to recognize the hybrid attackers, where

and label ∀ xi ∈ DU as an attacker if ΩAF (xi ) > η or
ΩRF (xi ) > η, where η is an empirical threshold.

6.

10

Figure 4: Impact of the number of selected features.

0.85

ΩAF (xi ) =

9

Number of Selected Features (d)

2
μ̂jl , σ̂jl

EXPERIMENTAL VALIDATION

In this section, we present experimental results on two
well-known real-world datasets: MovieLens and Netflix.
We demonstrate that three factors, i.e. the semi-supervised
learning, the feature selection, and the three-class setting,
are crucial for obtaining excellent performance from HySAD.

6.1 Experimental Setup
Datasets. Table 2 lists the information of the two datasets.
MovieLens is a benchmark movie-evaluation dataset widely
used in previous studies [9, 21, 13, 8, 6], and u2.test is one
of its subsets. Netflix is also a well-known movie-evaluation
dataset [2], from which a subset s1 was obtained for our
study. In detail, we ﬁrst extracted 2000 movies whose sizes
of rating ﬁles ranged from 170K to 1.44M; then we randomly
extracted a sample of 2000 users who had rated no less than
50 of the selected movies. Note that these two datasets have
quite diﬀerent densities, and only the sub-sets were used
since one of the comparative detectors, i.e. PCASelectUsers
(PCA for short), which will be introduced below, does not
work for large-scale data.
Tools. Four shilling attack detectors, i.e. HySAD, NB,
C4.5, and PCA, were used in the experiments for the purpose of comparison. HySAD employs a semi-supervised learning scheme, NB (Naı̈ve Bayes classiﬁer) and C4.5 [20] employ
supervised learning schemes, and PCA (PCASelectUsers) [13]
employs an unsupervised learning scheme. Both HySAD and
NB were coded in C++ and used on the data with generated
features, with η = 1. However, PCA was coded in MATLAB
to facilitate the principal-component computation, and used
on the original rating data. C4.5 was the J48 version provided by WEKA with the default settings on the generated
data. We selected C4.5 and PCA in this instance because
they had been used for shilling attack detection and achieved
good performance on MovieLens [21, 13].
Settings. We assumed the user proﬁles in the datasets
were normal, and injected attacker proﬁles into them according to the four attack models and three obfuscated methods

P =

TP
TP
2P R
,R=
,F =
,
TP + FP
TP + FN
P +R

(14)

with T P being the number of truly identiﬁed attackers, T N
the number of truly identiﬁed normal users, F P the number of wrongly identiﬁed attackers, and F N the number of
missed attackers. In general, R and P highlight the completeness and accuracy of a detector, respectively, and F
provides a global view.

6.2

Parameter Analysis for HySAD

Here, we investigate the impact of the two parameters,
i.e. the number of selected features (d) and the weight for
unlabeled data (λ), on the performance of HySAD. We set
the ﬁller size (the size of ﬁller-item set) to 10% of the total item size, i.e. |I F | = 10%|I|. The injected hybrid attack, denoted as “hyb.”, was the mixture of four types of
attacks: random, average, bandwagon(random), and bandwagon(average). No obfuscated methods were used. Tenfold cross-validation was employed to provide robust results.
Fig. 4 shows the performance of HySAD with diﬀerent
numbers of selected features, when the weight λ = 0.5. As
can be seen, when d = 5, the maximum F-measure value is
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Figure 6: The eﬀect of three-class modeling of HySAD.
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Figure 7: The performance of detectors against attacks of diﬀerent types.
and precision (P ) values of HySAD3 and HySAD2 . As can
be seen from Table 4, HySAD2 may have slightly higher
recall values, e.g. on Netflix, but its precision values are
typically much smaller than the values of HySAD3 . This
implies that employing HySAD on binary data may help to
ﬁnd more attackers, but at the cost of wrongly classifying
much more normal users as attackers, which largely degrades
the overall performance. This clearly demonstrates that the
random attack and the average attack indeed behave very
diﬀerently, as discussed in Section 4.

obtained for the MovieLens dataset. Moreover, although the
Netflix dataset reaches the the maximum F-measure value
when d = 9, d = 5 still provides a fairly good performance.
As a result, we set d = 5 for HySAD in all the experiments.
Table 3 also lists the selected ﬁve features on MovieLens
and Netflix, respectively. As can be seen, the two sets of
features are very similar to each other, except for GFMV and
LengthVar. This implies that the feature selection algorithm
MC-Relief is fairly robust. Fig. 5 shows the performance of
HySAD given diﬀerent weights of unlabeled data. Similarly
to d, we ﬁnd that λ = 0.5 is a relatively robust choice,
becoming the default setting in our experiments.

6.3

6.4

The Comparison of Different Detectors

This section compares the performance of the four detectors: HySAD, NB, C4.5, and PCA, to demonstrate the
eﬀectiveness of semi-supervised learning for hybrid attack
detection. Two hybrid attacks, i.e. “hyb.” and “hyb.+obf.”,
were again injected. The ﬁller size was changed from 8 to
30. Note that NB and C4.5 only uses the labeled data L for
modeling, whereas PCA works on the original rating data.
We assumed that PCA knew the number of injected attackers k, and returned the top-k users as attackers.
Table 4 lists the evaluation results of the four detectors,
where the value larger than the one of HySAD is in italics. As can be seen, according to the F-measure, HySAD3
performs the best among the four detectors in most of the
cases, especially when the ﬁller size is relatively small. As
the ﬁller size increases, both HySAD3 and NB provide better
prediction power, and the gap narrows. In contrast, PCA
generally has the poorest performance for the two hybrid attacks, and the situation becomes even worse as the ﬁller size
increases. This implies that PCA may not be very suitable
for hybrid attack detection. C4.5 is a bit unusual; that is,
it is generally poorer than NB and better than PCA, but
shows ﬂuctuant results as the ﬁller size increases.
We take a closer look at the recall and precision values of
NB. As can be seen, NB often has a slightly higher preci-

The Necessity of MultiClass Modeling

In Section 4, we mentioned that we would like to label user
proﬁles by one normal class (N ) and two attacker classes
(AF and RF ). Here we demonstrate why taking only one
attacker class is not suitable for HySAD. The hybrid attack
“hyb.”, deﬁned in Section 6.2, was again injected into data.
We also used two obfuscated methods, i.e. noise-injection
(α = 0.2) and target shifting, on all the attacker proﬁles in
unlabeled data after the injection of “hyb.”. We denote this
more complicated attack as “hyb.+obf.”. The ﬁller size was
changed from 8 to 50, to test the consistency of results.
Fig. 6 shows the results after employing HySAD on threeclass data (denoted as HySAD3 ) and binary-class data (denoted asHySAD2 ), respectively. As can be seen, the impacts
of the “hyb.” and “hyb.+obf.” attacks on HySAD are not
signiﬁcantly diﬀerent. This implies that HySAD is robust
for some variants of attacks. More importantly, HySAD3
shows consistently higher F-measure values than HySAD2 ,
although the gap tends to be narrowed with the increase
of the ﬁller size. This indicates that it is better to divide
attackers into AFM attackers and RFM attackers for the
modeling of HySAD.
To explain the observation, let us look into the recall (R)
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Table 4: The performance of detectors against hybrid attacks.
Filler size(%)
Attack

Measure

R

Hyb.

P

F

R

Hyb.+Obf.

P

F

Detector
HySAD3
HySAD2
NB
C4.5
PCA
HySAD3
HySAD2
NB
C4.5
PCA
HySAD3
HySAD2
NB
C4.5
PCA
HySAD3
HySAD2
NB
C4.5
PCA
HySAD3
HySAD2
NB
C4.5
PCA
HySAD3
HySAD2
NB
C4.5
PCA

8
0.957
0.819
0.872
0.500
0.798
0.756
0.554
0.683
1
0.798
0.845
0.661
0.766
0.667
0.798
0.670
0.957
0.872
0.479
0.777
0.900
0.588
0.732
1
0.777
0.768
0.729
0.796
0.648
0.777

MovieLens
15
20
0.862
0.989
0.872
0.936
0.809
0.862
0.500
0.500
0.723
0.564
0.920
0.877
0.796
0.800
0.894
0.910
0.691
0.979
0.723
0.564
0.890
0.930
0.832
0.863
0.849
0.885
0.580
0.662
0.723
0.564
0.968
0.979
0.777
0.894
0.734
0.862
0.500
0.500
0.723
0.564
0.858
0.911
0.890
0.778
0.908
0.910
0.373
0.916
0.723
0.564
0.910
0.944
0.830
0.832
0.812
0.885
0.427
0.662
0.723
0.564

25
0.989
1
0.936
0.750
0.170
0.949
0.847
0.946
0.949
0.170
0.969
0.917
0.941
0.867
0.170
0.979
0.957
0.915
0.766
0.255
0.929
0.882
0.945
0.935
0.255
0.953
0.918
0.930
0.842
0.255

8
0.765
1
0.765
0.820
0.755
0.927
0.532
0.968
0.854
0.755
0.838
0.694
0.855
0.837
0.755
0.795
1
0.760
0.810
0.785
0.930
0.528
0.968
0.806
0.785
0.857
0.691
0.852
0.808
0.785

Netﬂix
15
20
0.995
1
1
1
0.780
0.855
0.930
0.675
0.725
0.725
0.917
0.952
0.545
0.766
0.945
0.967
0.949
0.988
0.725
0.725
0.954
0.976
0.716
0.705
0.855
0.924
0.939
0.802
0.725
0.725
1
1
1
1
0.750
0.805
0.880
0.675
0.755
0.725
0.901
0.948
0.515
0.763
0.949
0.970
0.941
0.988
0.755
0.720
0.948
0.973
0.680
0.866
0.838
0.880
0.909
0.802
0.755
0.720

25
1
1
1
1
0.700
0.962
0.881
0.995
0.971
0.700
0.980
0.868
0.998
0.985
0.700
1
1
1
1
0.700
0.957
0.862
0.990
0.971
0.695
0.978
0.926
0.995
0.985
0.695

60 normal users and 30 attackers for both datasets. Empirical results suggested that d = 5 and λ = 1 for HySAD. Fig. 8
displays the comparative results. As can be seen, HySAD
performs the best among the four detectors, and the performance is relatively robust with all the x values. In contrast,
NB and PCA do not clearly detect AoP attacks, especially
when x is small. To our surprise, C4.5 is second only to
HySAD in AoP attack detection.

7.

APPLICATION TO PRODUCT RECOMMENDATION: THE AMAZON.CN CASE

Amazon China (http://www.amazon.cn), founded in May
2000 and headquartered in Beijing, is the China operation of
Amazon, the world’s largest e-commerce company. Everyday, over 2.6 million products are browsed by tens of thousands of users on Amazon.cn, and a huge volume of product
reviews are published online continuously. These reviews
provide valuable information about products to consumers,
but are probably fraudulently used by shilling attackers to
promote special products. In this case study, we exploit
HySAD for shilling attack detection on Amazon.cn.

Figure 8: The performance of AoP attack detection.
sion value than HySAD3 , but its recall values are typically
much smaller than the values of HySAD3 . This observation
indicates that HySAD3 indeed achieves a subtle balance between NB and HySAD2 , to detect as many hybrid attackers
as possible, but avoids many false alarms in the meanwhile.
We also observe the comprehensiveness of the four detectors in detecting diﬀerent types of attacks. Fig. 7 shows the
numbers of recognized attackers generated by diﬀerent attack models, where “hyb.” was injected and ﬁller size was
set to 15. As can be seen, compared with HySAD3 , NB and
C4.5 seem mediocre for the random attack, and PCA works
poorly for the average attack. In contrast, HySAD3 detects
all types of attacks simultaneously, thereby demonstrating
that it is particularly suitable for hybrid attack detection.
It was reported in [8] that, AoP attack is a simple and
eﬀective obfuscated strategy, which is hard to detect with
an average attack. We therefore also tested the four detectors on the average attack with AoP, where the parameter
x = 20, 40, 60, respectively. Note that to increase the diﬃculty, we adjusted the set of labeled users L to contain only

7.1

Data Preprocessing

A review dataset from Amazon.cn was used in this situation, which contained 2347178 reviews from 49289 users
on 504170 products. Each record contains the information
with the following attributes: review ID, User ID, ASIN
(the product identiﬁer), review title, overall rating, created
date, updated date, and is veriﬁed purchase (a boolean variable indicates whether the user indeed bought that item).
Considering the fact that target items tend to have many
ratings, we ﬁrst extracted the products which had been rated
over 100 times. We then selected the users who had rated
more than 15 extracted products. After that, we obtained a
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Figure 9: Product categories vulnerable to attacks.

Figure 10: The enhancement of UCF by HySAD.

user subset D, which contained 130540 ratings of 3005 users
on 2321 products. In general, D is expected to contain a
much bigger proportion of attackers than the raw data.

in turn justiﬁes the eﬀectiveness of HySAD. For comparison, we also tested UCF after ﬁltering out x users randomly
(denoted as the random ﬁltering scheme), and obtained the
squared line in Fig. 10. Apparently, random ﬁltering harms,
rather than produces a good response for UCF.

7.2

Attacker Recognition

Two steps were employed for attacker recognition:
Step 1: Generating L. Let L = ∅, d = 10, λ = 1, and
η = 1. We ran HySAD2 on D to obtain the unsupervised
classiﬁcation results for two classes. The results were then
sent to the experts at Amazon.cn for manual labeling, from
whom we received 50 attackers and 100 normal users. We
further divided the 50 attackers into 34 AFM attackers and
16 RFM attackers, according to their feature values, and
ﬁnally obtained L of three classes.
Step 2: Running HySAD. We ran HySAD3 on D using L, with d = 5, λ = 1, and η = 1, and got 1269 attackers and 1736 normal users. We then ranked the attackers in the decreasing order of max{ΩAF , ΩRF }. The selected ﬁve features are T M F , W DA, LengthV ar, RDM A
and M eanV ar, which are quite diﬀerent to the ones for the
MovieLens and Netflix data sets.
We also investigated what types of products were more
easily subjected to shilling attacks on Amazon.cn. To this
end, we counted the ratings of attackers on the frequently
rated products (≥ 30 ratings). As can be seen from Fig. 9,
the ﬁve categories, Book (BO), Electronics (EL), Beauty
(BE), Home & Garden (H&G), and Health & Personal Care
(H&P), contain the products most rated by the attacks, although the average number of ratings per product indicates
a diﬀerent order of the ﬁve categories.

7.4

Attacker Analysis

Here, we take a closer look at the attacker behaviors. We
selected the top-20 attackers and analyzed them from three
aspects: review behavior, purchase behavior, and Amazon.cn
ranking. The review and purchase information in the original data and the ranking information on Amazon.cn were
used for this study. It is interesting to note that the top-20
attackers can be further divided into three categories:
• Pusher (9 users). Pushers are the evident attackers,
who use almost the same adwords as product reviews,
purchase none of the reviewed products, and have no
ranking from Amazon.cn. For instance, the attacker
with ID 1095061968 rated many electronic products,
but only left the following review: Dirty cheap! Believe
it or not! 40% discount for all products!
• Tricker (7 users). Trickers are more cautious attackers. They often generate diverse reviews, and have
Amazon.cn rankings as normal users, although the rankings may be low. However, the purchase behaviors
betray them. They seldom buy rated products, although often claim that they did. Moreover, they only
review products in the same category. The attacker
“joe5138” is such an example, who gave ﬁve points to
all the books in a certain ﬁnancial series, but actually
never bought any of them (information can be found
at http://www.amazon.cn).

7.3 Recommendation Enhancement
Given the ranked 1269 attackers, we can now improve the
accuracy of a recommender system. The User-based Collaborative Filtering (UCF) method [7] was used for product
recommendation. It adopts the weighted Pearson correlation coeﬃcient as the similarity measure (with a threshold
0.1), and sets the number of nearest neighbors to 20. The
products with top-10 scores were recommended to users in
the test set. The widely adopted measure Mean Absolute
Error (MAE) [12], was used for recommendation evaluation.
A smaller MAE indicates a higher recommendation quality.
Fig. 10 shows the recommendation quality of UCF after
ﬁltering out top-x attackers. As can be seen from the dotted line, the MAE value ﬁrstly decreases with the increase of
x, until the maximum value 1269 is met. It then increases
with x ≥ 1500. This implies that the attackers detected
by HySAD indeed degrade the performance of UCF, which

• Lurker (4 users). Lurkers act almost like normal
users. They review diverse products, give diﬀernt ratings and abundant reviews, buy some of the rated
products, and may have a high Amazon.cn ranking.
The only problem is, they often rate a lot of products in a very short period. From this aspect, a lurker
may be a professional/parttime product reviewer of
Amazon.cn, or a normal user who often seeks online
discounts by publishing reviews. For instance, the
user “Xiao’an” is lurker who reviewed two Motorola
cell-phones, two Nokia cell-phones, one laptop, seven
books, one sunscreen, and three bags for men and
women in a very short period at September 11, 2008
(information can be found at http://www.amazon.cn).
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Figure 11: The TMF of two hidden attackers.

Fig. 11 shows one reason why HySAD considered“joe5138”
and “Xiao’an” as attackers. As can be seen, judged by the
Target Model Focus (TMF) metric, these two users deviate
heavily from the normal users. This implies that both of
them tend to give high ratings to items that are rated frequently and highly by some other users, i.e. the potential
target items in shilling attacks. This, in turn, illustrates that
HySAD has a good model interpretability, which is very important for real-world applications. Note that the two upper
boxes in Fig. 11 are given by Amazon.cn.

8. CONCLUSIONS
This paper proposes a system called HySAD for hybrid
shilling attack detection. In general, HySAD is a semisupervised learning system that makes use of both unlabeled and labeled user proﬁles for multi-class modeling. Experimental results demonstrate that HySAD is particularly
eﬀective against hybrid attacks, even when presented with
obfuscated strategies. A real-life case study on Amazon.cn
also demonstrates the eﬀectiveness of HySAD in improving the performance of a collaborative-ﬁltering recommender
system, and the ability of HySAD to help explore interesting attacker behaviors. These, in turn, justify the value of
HySAD for real-world applications.
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